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Problem Statement

by 2005, customers had become
Increasingly upset about the quality of
Cisco software

the 35 business units had no corporate
standard development/test practices,
qguality metrics, or quality goals.




Background

BU GMs typically cherry-picked quality
data to report to Engineering head

iIn 2005, Engineering head tasked the
central quality/process team to find
ways to provide the true quality picture.



Step 1.
Implement SW Quality Dashboard

SWQD had been developed in a large BU,
but no other BUs had been integrated

counting rules were standardized, and
several yearly metric goals started in 2002

In 2006, we Integrated all BUs into SWQD.
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Key Data Mining Constraints

e accuracy — the published metrics data must be
extremely accurate

e timeliness — dally status for key (common)
metrics, weekly for most, monthly for some

e drilldown — to bug reports or service request
reports wherever possible

* reorgs — periodic historical reruns to accomodate
shifts in engineers

« changing history — bug reports and service
requests change over time, so time awareness Is
important.



Step 2.
Implement Common Metrics

‘common metrics’ is core set of in-process,
customer experience, and customer
perception metrics that are goaled across
all Engineering

currently, we have 9 common metrics —
the specific metrics and number of metrics
has evolved over the past 6 years.
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Core Idea B: Best-Iin-class Basis

corporate goal (established in 2009):
Cisco to be ‘quality brand’ by 2013

definition 1: top 10% of telecomm/
operating systems sector

definition 2: 4.4/5.0 customer satisfaction
survey (CSAT) threshold level (to achieve
>30% product market share).



Step 3. Implement Goaling

using # years to BIC decided on,we
provide goal recommendations to each BU

BUs come back with their proposals, and
negotiations occur

once goals are settled upon, we report to
GMs and Engineering head quarterly

at year end, we give guality awards to best
qguality, most improved, and most
Innovation in software engineering/quality.



In-process Metrics

several hundred in-process metrics are
published on SWQD, but only a portion
of the adoption metrics are goaled

BUs are resistant to corporate goaling of
IN-process effectiveness metrics.




In-process Metrics Results

example: standardized static analysis,
code review, unit test, and escape
detection processes adopted to 95%
level In 2 years

iInternally-found regressions, defect
density, peer review effectiveness, and
manny others are published but not
goaled.




Customer Experience Metrics
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Customer-found Defects Level

Customer Experience
Metrics Results
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Customer Experience Metrics Results/Goaling

Groups based SW CSAT

SWDPMH
FY11
Average

(as of Q3 FY11)

SW CSAT >4.4

4.0=<SW CSAT <=44

SW CSAT <4.0

No CSAT

Summary

Progress

-17%

-29%

-14%

-15%

-24%

SWDPMH SRs/Install Base | SRs/Install Base
FY12 FY11 FY12
Recommended | Average Recommended
Average Goal Progress Average Goal
0% -16% 0%
-29% -18% -18%
-15% -9% -10%
-15% -16% -16%
-22% -16% -14%

These recommendations are averages for each of the 4 groups.
We anticipate that teams may adjust their goals based on the product’'s
position in the SW CSAT range and on relevant business factors.



Customer Perception Metrics

customer satisfaction survey
(CSAT) has evolved over >15
years, and includes satisfaction
with software, hardware, technical
support, account team, etc.

130,000 respondents yearly

software and total CSAT is a
factor for all Cisco employees’

yearly bonuses

CSAT Includes questions about
many software characteristics:

reliability

ease of use

time to adoption
diagnostics

upgrade & installation
lead time
performance
documentation
Interoperability
technical support
security features
features/functionality
technical innovation
high availability



Customer Perception Metrics

we are using linkages
modeling to ascertain the
iInfluence of specific

customer perception metric - software CSAT

correlations of r-squared = ~0.45 for major feature releases

deve I_O pment and test = ~(,35 for major product families
practlces OoNn customer
experience and perception customer experience metric - SWDPMH
!IhiS en_ables usS to better r-squared= >70% for Unit Test Escapes A
invest in practices that Dy o Do
elease-gating Bugs
d_emonstrably make a Mean Time To Repair
difference to CSAT and Code Review Escapes
eventua”y to market share = 50 = 70% for 4 other metrics.

and revenue. . o .
In-process (engineering) metrics



Step 4: Include Customer Experience
Metrics from Trouble Tickets

reliability
~30% of software customer ease of use
satisfaction is the result of time to adoption
software reliability diagnostics

_ upgrade & installation

other customer experience lead time
aspects contribute the performance
remainder documentation

iInteroperability

trouble ticket (service request) technical support
metrics gauge experience in  security features
these Categories (mapped features/functionality

. ool
from CSAT attributes): Lei;hr:;‘:”g;?l‘i’t;at'on



Service Requests Mining: ISRV
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Step 5. Overcome Rear-guard
Actions by the BUs

BUs’ attitude reminiscent of Kubler-Ross'’s
stages of grief:

* denial — ‘the data is wrong’

e anger — ‘the metrics are inappropriate’
 pargaining — ‘the goals are inappropriate’
 depression — appeal to the GM

 acceptance — 'OK (but we still don’t like it much)’

... and we often iterate back to denial, etc.,
again and again.



Next

» focus on the product dimension

* pin BIC to CSAT when possible

* reach BIC for all common metrics by 2013
 continue to expand beyond reliability

* link best practice metrics to customer experience
and perception

 focus on new products and those with chronic
guality problems

* monetize perception, experience, and in-process
metrics using linkages.



Backup



Dimensions

organization
product

release

component

business unit

primary dimension until 2009

expectation that this will be
primary in late-2012

drilldowns from org and product
views now; full release view
expected in 2013

not enabled across all of
Engineering

metrics and goals for BUs
hosted on SWQD.



Best-in-class (BIC) Example

CSAT 38 40 4.2 44 46
e | (S0t | S0 S0 | 0% |30 |20% 0% | 0% -

R

SW CSAT SWDPMH goal

43 08'FY10_Actual_SWOPNH
42 07'FY10_Actual_SWOPMH
41 06'FY10_Actual SWDPMH
40 05'FY10_Actual_SWOPNH

05'FY10 Actual SWDPWH FY10_Actua SWDPMH



-
Customer Perception Metrics: Linkages

Product Product Product SRR Suggested Actions (incomplete list)

' A B C
Lever Metric Unit Test * More focus on unittest during development
; » RCAof unit test escapes to discover weak areas
Unit Test Escapes * Training/ adoption of best practices around unit test
* Unit (white box) testing remaves intemal-structurefall-paths bugs
Development Defect Density

Code Review * More focus on code review during development

Release-gating Bugs . RC_A_of code re\_flewescapesto_d\scoverweak areas
» Training/ adoption of best practices around code review

(01B,31,38) + Formalinspection identifies (removes) many common hug types
MTTR Development Defect + Begintracking DDD in your org if not already

Densitv (DDD + Set DDD thresholds and do PPAs on projects that exceed that value

) y ( ) * Employ dev phase containment practices (resclve all static analysis wamings, run

Code Review Escapes unittests / code reviews, fix all Sevi/2 and SSITS bugs before handoff to devtest)

* Under consistenttesting conditions, DDD measures bug injection rates

Open Bugs at FCS OIR’s and other + Engage Advanced Servicesto identify OIBs early inthe process

. + Addressall release gating bugs prior to FCS
release-gatmg bugs * |dentification and removal of the most toxic bugs

0 .
% IFR W W (I.E., 81, SS)
Open 31_3@ch . Tighten commit.and releasefthrottle pull criteria
» Fix defects earlier in the process
vs = Very strong lever (2 = 70-93%) * |dentfication and removal (or deferral) of serious and crtical bugs
MTTR * Achieve/ maintain corporate standard 28-day MTTR
+ Steady-state bug removal indicator; efficacy of sustaining effort
Rearessions » Setaggressiveregression reduction goals
m = Moderate lever (30-50%) J * RCAregression defects to discaver sources of collateral damage
* Implementarchitecture | process changes to reduce collateral damage in future
w = Weak lever (0-30%) releases

* Injection reduction while bug fixes are made, inspected, and tested.
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